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Who is FINRA

FINRA

• Not-for-profit 
regulator authorized 
by Congress

• Mission: investor 
protection and 
market integrity

FINRA Foundation

• Research and 
outreach

• Financial capability 
for all Americans

• Cultivates unique 
partnerships inside 
and outside FINRA
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$4.6 Billion 
lost to investment 

related scams

Scams in 
2023

>1 Million
identity theft 

reports

>2.5 Million 
reports of fraud 

Data according to Federal Trade Commission, 2023
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Build Your Scam Defenses

Prior knowledge 
reduces 

engagement with 
scammers.

Knowing 
about 

specific 
scam

Having 
experience 
with scams

Knowing 
about 

methods of 
scammers in 

general
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Spotting and 
Avoiding

Fraud
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Common Signs of Investment Fraud

 Unverifiable Claims

 Guarantees of High Returns

 Little or No Risk

 Limited Opportunity

 Unregistered Salesperson / Firm
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SEC Free Dinner Case

solicited at “free dinner” 
investment seminars in Florida.

promises of lofty returns

created fraudulent marketing 
materials…performance numbers that were 
“cut and pasted” from another firm’s website

conceal his true identity from potential victims….previously 
convicted of tax fraud …and found liable for securities fraud in 
a 2012 SEC enforcement action. 

not registered as an investment professional during 
the relevant period of fraudulent conduct…also was 
not registered for the majority of that period.
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The Con’s Playbook
Get them “Under the Ether”

Source: AARP Washington, Shadel
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Assess the pitch.
Is the salesperson dangling incredible 

returns or guarantees?
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Credibility can be faked.
Can the claims be independently verified?
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Does the pitch focus
 on how many others are interested?
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Was the pitch preceded by a 
free meal, book, or video? Do you feel

 obliged to return a favor? 
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Does the pitch claim limited supply? 
Is the promoter urging immediate action? 
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Reciprocity

Phantom 
Riches

Scarcity

WHY NOT?

Social Consensus

Tactics in Action
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Today’s 
Investment 

Scams
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Imposter Scams
Impersonations come in 
various forms
 Government 

impersonations
 Company impersonation
 Financial professional 

impersonation
 Celebrity impersonation 
 Product impersonation

Imposter  
Scams were 

the top 
reported scam 

in 2023
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Social Media Investment Club Scams
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Scripted Attack
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Charting the Dump
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Romance Meets Crypto

New Friend?  Crypto Trading  Wallet Transfer
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Protection 
Steps
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Before You Invest, Ask and Check
Ask questions about…
• Professionals
• Products

Independently verify information 
(where possible)

Licenses and 
registration?

Services and fees?

Conflicts of 
interest?

How does it 
make money?

What are 
the risks?

How liquid is it?

What could go wrong? 
Recourse options?
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Know Your Sources

Source?  Unsolicited? Low Risk / High Reward?
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Check FINRA and BrokerCheck
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Keep a Watchful Eye
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INVESTOR 
INSIGHTS
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“Don’t” Before You “Do”
DO

 Slow down & tell someone else

 Ask: If you didn’t solicit it, why 
did it solicit you?

 Be your own devil’s advocate

 VERIFY, VERIFY
 Ignore unsolicited calls, emails, 

texts & “friend” requests

 Report suspicions!

DON’T
× Take action in the moment

× Engage with unsolicited 
outreach

× Click unexpected links (even if 
“from a friend”)

× Transfer assets w/o research

× Purchase gift cards or use 
crypto ATMs to pay for an 
investment or service/fee
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Report Concerns & Suspicions

SEC       www.sec.gov
FINRA      www.finra.org
Alabama Securities Commission www.asc.alabama.gov 
Federal Trade Commission  www.reportfraud.ftc.gov
Internet Crime Complaint Ctr (FBI)    www.ic3.gov
BBB Scam Tracker    www.bbb.org/scamtracker    
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http://www.sec.gov/
http://www.finra.org/
http://www.asc.alabama.gov/
http://www.reportfraud.ftc.gov/
http://www.ic3.gov/
http://www.bbb.org/scamtracker
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www.finra.org/investors
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